Abstract-This paper is concerned with a digital watermarking technique for color images based on directional transforms. Different from the traditional watermarking schemes which embed the watermarks into the spatial domain or frequency domain of the Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT), this paper investigates the performance of the watermarking schemes using the Fast Discrete Curvelet Transforms (FDCT) and Contourlet Transform (CT). We evaluate the performance of the watermarking schemes using the directional transforms on a standard database of color images in terms of invisibility and robustness. The performance metrics are measured by Peak Signal-to-Noise Ratio (PSNR), Normalized Correlation (NC), Structural SIMilarity (SSIM) and required time for extracting and embedding process. The experimental results reveal that watermarking schemes in the directional transform domains outperform the other schemes in DWT domains.
Introduction
W ITH the explosive development of digital signal processing and data communication technologies, multimedia data such as digital video, image and audio are easy to store and distribute over the Internet in huge volumes. Users and media service providers can efficiently manipulate and share digital contents. Thanks to computer networks and multimedia technologies, digital images can be acquired, copied and tampered without difficulty. Unfortunately, most of the published digital images may not be executed by copyright laws. In this case, one must use strong techniques to protect the copyright of the host images and to prevent their illegal copies. Typically, there are two techniques to resolve the copyright issues: encryption and watermarking [1] . The encryption is a technique that the original data is converted into unintelligible data by key codes. The original data cannot be recovered from the unintelligible data without the key codes. The encryption methods protect only digital images from encrypted data to decrypted data [2] , [3] . Thus, one needs a more efficient technique to maintain protections. Watermarking is a potential technique to deal with the above drawback. Watermarking techniques, by inserting an invisible structure (known as a watermark) to a host media to prove its copyright ownership, have been widely applied to different digital contents such as images, videos, audio and any digital products in order to protect the digital product copyright, content authentication, fingerprinting, and service tracing. Generally, the most important requirements of a watermarking technique for protecting the owners copyright are robustness and invisibility. Robustness means that the embedded watermarks cannot be eliminated by digital data variations (namely, attacks). Thus, watermarking schemes should be robust against all kinds of possible attacks. On the other hand, invisibility is measured by the changes of quality of host images before and after watermarking. In general, there is a trade-off between robustness and invisibility. The appropriate selection of watermarking techniques is relied on the specific applications.
Digital images can be represented in the spatial domain by pixels or in the transform domain by the coefficients. Likewise, digital image watermarking techniques could be also categorized in the domain in which the watermark is embedded such as the spatial domain [4] , [5] , transform domain [2] , [6] , [7] or hybrid [8] . Watermarking schemes in the spatial domain are carried out by changing the gray level values of pixels or the characteristics of the images [5] . The watermarks of the spatial domain methods can be easily de-attached by an inverse operation [4] , [9] , [10] or destroyed by common signal processing operations such as JPEG compression, low-pass filtering. Therefore, watermarking techniques in the transform domain are preferable. Watermarking in the transform domain embeds the watermark into the image spectrum and, therefore, the quality of the host images is not directly affected by this operation. It has been shown that the transform domain watermarking such as watermarking in Fast Fourier Transform (FFT) [11] , Discrete Cosine Transform (DCT) [12] , Discrete Wavelet Transform (DWT) [8] , [10] , DWT-DCT [10] is more robust than one in spatial domain.
The watermarking techniques in the traditional transform domain such in FFT, DCT, and DWT are of practical importance. Among them, DWT is a powerful, well known, and efficient tool [13] . Wavelets are small signals which can represent the signals simultaneously in time and in frequency domains [14] . The wavelet transforms have found in important image processing and communication applications. For example, the image compression standard JPEG-2000 has used wavelets as a key transform [15] . In addition, wavelets are optimal to represent for various classes of signals, for example, one-dimensional piecewise smooth signals [14] , [16] . Although for 2-D signals wavelets are able to capture the discontinuities at edge points, they fail to efficiently represent the smoothness along the contours [16] . In other words, wavelets are not good at capturing objects with highly anisotropic elements such as lines or curvilinear structures (e.g. edges) [13] , [17] . As a result, there are some other powerful directional transforms which provide multi-scale and directional image representations, such as: 2-D Gabor Wavelets [18] , the Cortex transform [19] , the Steerable pyramid [20] , 2-D Directional Wavelets [21] , Brushlets [22] , Complex Wavelets [23] , Ridgelets [24] , [25] , Curvelets [26] and the Contourlet transform [16] , [27] , [28] . The above directional transforms have successfully and widely used in image processing applications in which watermarking is a specific example [17] , [29] .
Recently, there has been an increasing attention of using the directional transforms in watermarking. The authors of [1] , [6] , [30] - [34] proposed watermarking techniques in the Curvelet transform domain. The authors of [2] , [13] , [35] - [42] proposed watermarking method in the Contourlet transform domain. It was demonstrated that the performance of such schemes assures invisibility and robustness. On the other hand, Human Visual Systems (HVS) are explored during watermarking process and several schemes embedded watermarks into the edges of images [1] , [34] , [43] . In order to improve the invisibility, the directional high frequency domains are commonly used to embed watermarks [1] , [13] , [36] , [37] , [40] . To improve robustness, the directional low frequency domain was explored [38] , [39] and to balance between robustness and invisibility, the directional middle frequency domain was employed to embed the watermark [33] , [34] .
To be robust against a wide range of attacks, the watermarks were embedded in combined domains [2] , [6] , [30] , [34] , [35] , [41] . Almost all the aforementioned reports are restricted to the grey host images and their experiments are performed on the selected images. Since the color images are widely used in science, technology, medicine, industry, and day life, watermarking for color images is essential. Motivated by our research paper in [7] , we investigate the performance of the watermarking schemes for color images based on the DWT, Curvelet transform, and Contourlet transform. To improve the security for the watermarked image, we adopt the Arnold transform to create a stochastic watermark. This work aims to investigate and compare the performance of the watermarking schemes using the traditional transform domains with those using the directional transforms on the standard database of color images. We evaluate the performance of the watermarking schemes in terms of the Peak Signal-to-Noise Ratio (PSNR), Normalized Correlation (NC), Structural Similarity (SSIM), and computational time. By performing the extensive experiments, we have found that the mid directional frequency sub-bands should be chosen to embed the watermark with appropriate embedment factors to obtain a good compromise between robustness and invisibility. Our experimental results demonstrate that the proposed method outperforms the others in terms of invisibility and robustness of most of color images on standard database.
The rest of our paper is organized as follows. In Section 2, we introduce the watermarking schemes in the directional transform domain. Experimental results are discussed in Section 3. Finally, concluding remarks are given in Section 4.
Proposed Watermarking Scheme
Efficient representation of visual information plays an important role in image processing applications such as watermarking, reconstruction, denoising, compression, and feature extraction [31] . Although the wavelet transforms are a key tool of many image processing tasks, they are not good at representing objects with highly anisotropic elements such as lines or curvilinear structures [17] . The directional transforms can resolve the drawbacks of the wavelet transform. Thus, we propose blind and robust watermaking schemes based on the Curvelet transform and Contourlet transform. Our watermarking schemes for embedding and extracting watermarks are presented in Figure 1 and Figure 2 , respectively. In a watermark embedding scheme in Figure 1 , the host color image is firstly divided into three color planes of red, green and blue planes. Then, the watermark is embedded into one of these planes. The selected image plane is transformed in the frequency domain by using the Fast Discrete Curvelet Transform (FDCT), Contourlet or DWT. To ensure security for the watermark, we use the Arnold transform on the watermarks [13] . In the following, we will describe the signal processing blocks in Figures 1 and 2 in more detail.
Fast Discrete Curvelet Transform (FDCT)
In image processing, there are more curved edges than straight lines in digital images. It was known that the conventional transforms, e.g., Ridgelets, are not good at representing efficiently such images. In order to solve this limitation, the first and second generation Curvelet Transforms were introduced in [26] and [44] , respectively. Then, the second generation Curvelet Transform was employed to embed the watermark because it is faster and simpler than the first one [17] . Indeed, the second generation Curvelets exhibit a natural indexing structure with three parameters: scale, orientation (angle) and location in comparison with seven parameters of the first generation one [17] . In addition, the second generation Curvelet transform implements a tight frame expansion [17] and does not employ Ridgelets in its implementation. The output c D (s, d, p) as a set of coefficients of FDCT is given by [44] 
where
represents a digital curvelet waveform, N × N is the dimension of the image, s denotes scale, d stands for directional and p denotes positional parameter. There exist two versions of the Curvelet transforms, namely via USFFT and via Wrapping. In our scheme, we adopt the FDCT algorithm via Wrapping in which the wrapping transform is described in Figure 3 [17], [44] . Then, the FDCT algorithm is presented in Algorithm 1.
Contourlet Transform (CT)
The contourlet transform (CT) is an efficient image representation scheme proposed by Do and Vetterli [16] [28] . The CT is good at capturing the intrinsic geometrical structure of image [16] . Do and Vetterli first built a transform in discrete domain and then developed it in the continuous domain. In order to detect edges, a wavelet-like transform is used at first, and then a Wrap this product around the origin. 6: Apply the inverse 2D F F T to the wrapped data to obain discrete F DCT coefficients. 7 : end for local directional transform is applied to find contour segments. The CT has a filter bank structure as shown in Figure 4 which is able to sparely represent for image classes having smooth contours [44] . At first, the point discontinuities are captured by the Laplacian pyramid [45] , [46] and then point discontinuities are linked into linear structures by using directional filter bank [16] , [47] . Thus, the Countourlets can efficiently represent a smooth contour at multiple resolutions. The CT provides a multi-scale and directional decomposition in frequency domain. Figure 5 and Figure 6 are respectively host Barnfall image and sub-bands of red plane of host Barnfall image decomposed by the CT. Number of levels and number of direction at each pyramidal level in this case are defined by vector [0, 2, 3] . As shown in [7] , [48] , the Pyramidal and Directional filters can be implemented by pkva filters.
Proposed Watermark Embedding and Extracting Algorithms
In this subsection, we introduce the watermark embedding and extracting algorithm in the directional transform domains [7] , [29] , [34] . The scheme for embedding the watermark is presented in Figure 7 while the scheme for extracting the watermark is described in Figure 8 . The details of the embedding Fig. 4 : A typical scheme of the contourlet filter bank [7] . scheme are as follows. First, we apply the transform (DWT, FDCT or CT) on host image to obtain the image on frequency domain. To increase the security of the watermark, we use the chaos function operating on the watermark. Then, the threshold of each scale is determined by
where max(C s ) is the largest frequency coefficient of scale s and β is a strength parameter. For each value w k of watermark, we do
2 , where p stands for a position parameter and s denotes scale and d is directional.
Then, we use the inverse transform to reconstruct the watermarked image. The positions of these coefficients which are embedded are recorded. This is different from those in reference [34] in which both positions of embedded coefficients and the positions of 0 and 1 in the watermark must be recorded.
On the other hand, the extracting scheme as shown in Figure 8 is described in following steps. First, we apply the transform (DWT, FDCT or CT) on watermarked image to obtain frequency coefficients C (s, d, p). Then, we calculate the threshold T s by equation (2) . For each position of coefficients saved in the embedding scheme above, if mod (C(d, s, p) , T s ) ≥ Ts 2 , we assign w k = 1, otherwise we assign w k = 0. Then, we apply the inverse chaos function to W to obtain the binary watermark image W.
To evaluate the invisibility and robustness performance of watermarking schemes, we use PSNR (Peak Signal to Noise Ratio), NC (Normalized Correlation), SSIM (Structural SIMilarity) and execution time as performance metrics. PSNR is measured to the quality of the watermarked image, defined by 
where M × N is the size of image; (i, j) is the spatial position of image; f is the host image; and f is the watermarked image. The NC to evaluate the watermarked image quality is defined by
Next, Structural Similarity (SSIM), an alternative metric is used to measure the similarity between two images x and y (x, y can be the host image and watermarked image or the original watermark and extracted watermark) [49] . Three components, namley luminance, contrast and structure are used to compute SSIM. At each step, the local window is exploited to calculate the local statistics and SSIM index. the range of SSIM is from 0 to 1, where 1 means the expected quality while 0 means poor quality. Final local SSIM measure is the product of three components: luminance, contrast and structure
where γ x and γ y are weighted means from original image x and degraded image y; and ρ x and ρ y are weighted variances from original and degraded image. ρ xy is similarly defined as weighted covariance between original and degraded image. C 1 and C 2 are constants [49]. Another important metric used to evaluate the effectiveness of the proposed method is computational time. That is the amount of time required to embed a watermark into the host image, and then extract it after wards [9] .
Experiment Results
Our experiments are carried out to evaluate the imperceptibility of the hidden watermark, computational time to embed and to extract the watermark as well as the robustness of the proposed scheme against attacks. The 32x32 binary watermarks used in Experiments 1 and 2 are presented in Figure  9 (a) and Figure 10(c) , respectively. In Experiment 1, 65 color images of 512 × 512 pixels from http://decsai.ugr.es/cvg/dbimagenes of University of Granada are employed while in Experiment 2, there is only the Mare image used (See color image in Figure 10(a) ). Both of two experiments are conducted in MATLAB R2013a on an Intel Core i5-2450M CPU @ 2.50GHz personal computer with 4 GB (RAM). 
Experiment 1
The aim of this experiment is to investigate the performance in terms of invisibility, computational time of embedding and extracting process, and the ability to extract exactly the watermark on the CT domain of 65 color images in the condition of no attack. We detach each host image into red plane, green plane and blue plane from standard image database. We apply the proposed watermarking scheme using CT on each color plane and evaluate the PSNR between the host plane image and watermarked plane image, the NC for watermark and extracted watermark, and computational time of embedding watermark and extracting watermark. The average results from the experiments for 65 images are presented in Table 1 . Table 1 shows that the average PSNR is about 49 dB. The PSNRs for images are plotted in Figure 11 . It can observed from Figure 11 that the difference between the average PSNR and the highest PSNR is not considerable. These results proved that the proposed scheme assured the high fidelity of the watermarked images. From Table 1 , we can see that the computational time for embedding and extracting watermarks is about 0.35 seconds and 0.03 seconds, respectively. In the experiments, we found that there are 43 images among 65 images able to extract watermark perfectly (i.e., NC = 1). For visual observation, Figure  9 shows an example about watermarking technique on color image. The watermark in Figure 9 (a) is embedded respectively into red plane, green plane, and blue plane. The corresponding watermarked color plane images are presented in Figures 9 (c), (d) and (e) while the numerical results in terms of The SSIM (host plane image, watermarked plane image), NC (host plane image, watermarked plane image) are presented in Table 2 . From Table 2 , it can be seen that the proposed scheme offers the superior performance in all objective evaluation in terms of PSNR, SSIM, and NC for all 3 color planes. However, by visual observation from Figure 9 (e), embedding the watermark into the blue color plane adversely affects the vision of the host image more than the others.
Experiment 2
This experiment is to compare the performance of three watermarking schemes based on DWT domain, Curvelet domain and Contourlet domain in terms of fidelity and robustness. Based on the results on Experiment 1, we chose the red plane of the Mare image having the highest PSNR in condition of no attacks on Contourlet domain, PSNR = 56.1134 dB for experiment 2. The watermark in the experiment is a binary image in Figure 10 (c). Similar to [7] , the watermark embedding strength is set to 0.2. In the wavelet domain, the red plane of host image is decomposed on 2D DWT to obtain sub-bands [LL1, HL1, LH1, HH1], sub-band HL1 was selected to embed watermark [10] . For the Curvelet domain, the red plane of host image is transformed into frequency domain by FDCT via Wrapping. Scale 3 and scale 4 are chosen to embed the watermark. In the Contourlet domain, the red plane of host image is decomposed by CT using pkva filters for both pyramidal filter and directional filter. At each pyramidal level, numbers of directional filter bank decomposition levels are denoted by a vector [0, 2, 3, 4] (from coarsest to fine scale). If the number of level is 0, a critically sampled 2-D wavelet decomposition step is performed [16] . Scale number 3 and scale number 4 are selected to embed the watermark. Experimental results are presented in Figure 10 and Table 3 . From Figure 10 , we can observe that watermarking in directional transform domains has higher invisibility than that in Wavelet domain. In addition, Table 3 shows that watermarking in directional transform domains outperforms watermarking in the DWT domain in terms of PSNR, SSIM, NC.
In order to test the robustness of the proposed scheme, we investigate the NC performance of the watermarking schemes in three different transform domain for various attacks. The watermarked images are attacked by JPEG2000 Compression, Gaussian low pass filter, Median filter with many different attack strengths. Figure 12 shows the NC performance for JPEG2000 Compression with compression ratio from 2 to 10. As can been seen from Figure 12 , the NC is reduced as the compression ratio increases. The directional transforms offer better NC performance that the DWT and the CT provides the best NC performance. Figure 12 (a) . PSNR, NC and SSIM are calculated between host x-plane and watermarked x-plane. NC of watermark image and extracted is always equal 1 in condition of no attack. 
Conclusion and Discussion
In this paper, we have investigated the watermarking schemes based on the directional transforms in the Curvelet domain and Contourlet domain. We have proposed the watermark embedding and extracting algorithms using the directional transforms to improve the watermarking performance in terms of the PSNR, SSIM and NC. We have carried out the extensive experiments of the proposed watermarking schemes on the standard data base of images. The experimental results have showed that watermarking in the directional transform domains offers higher performance than the others such as Discrete Wavelet Transform domains.
